
 

CONFIDENTIALITY AGREEMENT FOR SECURITY INFORMATION 

ACCESS 

 

This Confidentiality Agreement for Access to Security Information (this “Agreement”) sets out 

the terms on which IQGeo UK Ltd, with registered office at Nine Hills Road, Cambridge, United 

Kingdom, CB2 1GE and Registration No. 11559043 (individually and collectively with its 

affiliates, “IQGeo”), may make available certain non-public information regarding its security 

posture to a prospective customer through an online platform or similar restricted-access 

environment (the “Platform”). The individual who accepts this Agreement on behalf of themselves 

and, where applicable, their employer or principal is the “Recipient”. This Agreement is provided 

to the Recipient in PDF form or another durable electronic format before access is granted. 

 

IQGeo may disclose or make available Confidential Information to the Recipient solely so that the 

Recipient, may review and evaluate IQGeo’s security posture, security controls, certifications, 

policies, procedures, practices and related materials in connection with a potential business 

relationship with IQGeo (the “Permitted Purpose”). 

 

Before receiving access to the Platform or any Confidential Information, the Recipient must 

confirm acceptance of this Agreement by checking a box stating that they have read and agree to 

this Agreement and by submitting their name, company name and email address. By taking those 

steps, the Recipient agrees to be legally bound by this Agreement with effect from the date of such 

confirmation (the “Effective Date”). IQGeo is the sole Disclosing Party under this Agreement, and 

the Recipient is the sole receiving party. 

1. For purposes of this Agreement, “Confidential Information” means all non-public, confidential 

or proprietary information disclosed, made available or otherwise provided by IQGeo, its affiliates 

or their representatives to the Recipient before, on or after the Effective Date, whether orally, 

visually, electronically, in writing, through the Platform, or by permitting observation of a 

demonstration or environment, in each case relating to or connected with IQGeo’s security posture. 

Confidential Information includes, without limitation: (i) information concerning IQGeo’s security 

controls, security architecture, testing, certifications, attestations, audit materials, vulnerability 

management, incident response, business continuity and disaster recovery measures, policies, 

procedures, standards and practices; (ii) technical, operational and organizational information 

relating to the design, configuration, operation or protection of IQGeo systems, products, services 

or environments; (iii) screenshots, exports, reports, answers to questionnaires, summaries, notes 

and other materials prepared by or for the Recipient that contain, reflect or are derived from such 

information; and (iv) any third-party information that IQGeo is obligated to keep confidential and 

makes available in connection with the Permitted Purpose. Confidential Information of IQGeo’s 

affiliates is protected under this Agreement as if disclosed directly by IQGeo. 

2. The Recipient shall: (i) keep the Confidential Information strictly confidential and use at least 

reasonable care to protect it; (ii) use the Confidential Information solely for the Permitted Purpose 

and for no other purpose; (iii) not disclose Confidential Information to any third party except to 

the Recipient’s employees, officers, professional advisers and contractors who have a strict need 

to know for the Permitted Purpose and who are bound by confidentiality obligations at least as 

protective as those in this Agreement; and (iv) remain responsible for any act or omission of such 



 

persons. Without limiting the foregoing, the Recipient shall not, and shall not permit any other 

person to: access the Platform except as authorized by IQGeo; share login credentials or permit 

unauthorized access; copy, scrape, crawl, mine, index, systematically extract, harvest or download 

Platform content except as expressly allowed by IQGeo; benchmark or use the Confidential 

Information to create comparative analyses or competitive materials without IQGeo’s prior written 

consent; reverse engineer, decompile, disassemble or otherwise attempt to derive source code, 

underlying ideas, structure or organization from any software, model or technical component made 

available by IQGeo except to the limited extent such restriction is prohibited by applicable law; 

remove or obscure proprietary notices; or use the Confidential Information for any purpose 

unrelated to the Recipient’s evaluation of a potential commercial relationship with IQGeo. The 

Recipient may disclose Confidential Information to the extent required by law, provided that, 

where legally permitted, the Recipient gives IQGeo prompt prior notice and reasonably cooperates 

with IQGeo to seek confidential treatment or other protective measures. 

3. The receiving party’s obligations in Section 2 will not apply to the extent any 

Confidential Information: 

(i) is now or hereafter becomes generally known or available to the public, 

through no act or omission on the part of the receiving party; 

(ii) was known, without restriction as to use or disclosure, by the receiving party 

prior to receiving such information from the disclosing party; 

(iii) is rightfully acquired by the receiving party from a third party who has the 

right to disclose it and who provides it without restriction as to use or disclosure; or  

(iv) is independently developed by the receiving party without access to any 

Confidential Information of the disclosing party. 

4. Upon IQGeo’s written request, or upon completion of the Permitted Purpose, the Recipient shall 

promptly cease use of the Confidential Information and, at IQGeo’s option, return or securely 

delete copies of the Confidential Information in the Recipient’s possession or control, except for 

copies retained in routine backup systems or as required by law, provided such retained copies 

remain subject to this Agreement. IQGeo may grant, suspend or terminate the Recipient’s access 

to the Platform at any time. Upon suspension or termination, the Recipient shall immediately stop 

accessing the Platform. 

5. All Confidential Information remains the sole and exclusive property of IQGeo or its licensors. 

No license or other rights are granted to the Recipient except the limited right to review the 

Confidential Information for the Permitted Purpose in accordance with this Agreement. The 

Recipient acknowledges that IQGeo and its service providers may monitor, log, review and retain 

records relating to presentation of this Agreement and access to the Platform and Confidential 

Information, including the Recipient’s submitted identity details, access times, IP or device-related 

information, navigation activity and downloads, for security, compliance, support and enforcement 

purposes. 

6. IQGeo may collect and use the Recipient’s name, company name, email address and related 

access records in order to present this Agreement, record acceptance, administer and secure access 

to the Platform, communicate with the Recipient about the Permitted Purpose, and enforce this 

Agreement. The Recipient confirms that any personal data submitted in connection with 

acceptance or access may be processed for those purposes and, where the Recipient provides 



 

details on behalf of another person or organization, that the Recipient has authority to do so or will 

provide any required notice. 

7. ALL CONFIDENTIAL INFORMATION IS PROVIDED BY IQGeo “AS IS.” TO THE 

MAXIMUM EXTENT PERMITTED BY LAW, IQGeo DISCLAIMS ALL WARRANTIES, 

EXPRESS OR IMPLIED, INCLUDING ANY IMPLIED WARRANTIES OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, NON-

INFRINGEMENT, ACCURACY OR COMPLETENESS. IQGeo SHALL NOT BE LIABLE 

FOR ANY DAMAGES ARISING FROM THE RECIPIENT’S RELIANCE ON OR USE OF 

THE CONFIDENTIAL INFORMATION. 

8. The Recipient acknowledges that unauthorized use or disclosure of the Confidential Information 

may cause IQGeo irreparable harm for which monetary damages may be inadequate. IQGeo is 

therefore entitled to seek immediate equitable relief, including injunctive relief and specific 

performance, in addition to any other rights and remedies available at law or in equity. 

9. This Agreement is governed by the laws of England and Wales, without regard to conflict of 

laws principles. The courts of England shall have exclusive jurisdiction over any dispute arising 

out of or in connection with this Agreement. This Agreement constitutes the entire agreement 

between IQGeo and the Recipient regarding its subject matter and supersedes prior discussions on 

that subject. The Recipient may not assign or transfer this Agreement, in whole or in part, without 

IQGeo’s prior written consent. 

10. This Agreement remains in effect for three (3) years from the Effective Date unless earlier 

terminated by IQGeo in writing; provided, however, that the Recipient’s obligations with respect 

to any Confidential Information disclosed or accessed before termination will continue until such 

information no longer qualifies as Confidential Information under Section 3. 

11. No failure or delay by IQGeo in exercising any right, power or remedy under this Agreement 

will operate as a waiver of that or any other right, power or remedy. 

12. If any provision of this Agreement is held to be invalid, illegal or unenforceable, the remaining 

provisions will remain in full force and effect, and the invalid, illegal or unenforceable provision 

will be deemed modified to the minimum extent necessary to make it enforceable while preserving 

its intent as closely as possible. 

13. This Agreement is presented electronically, including in PDF form, and does not require 

handwritten or typed signatures. The Recipient acknowledges and agrees that checking a box 

indicating agreement to this Agreement and submitting the Recipient’s name, company name and 

email address constitutes the Recipient’s electronic acceptance of and agreement to be bound by 

this Agreement on behalf of the Recipient and, where applicable, the organization the Recipient 

represents. The Recipient represents that they have authority to bind such organization if accepting 

on its behalf. 


